POD 7-1
BACKGROUND: At the latest NPPD staff meeting, Mr. Krebs asked for a CIRRUS point paper addressing the “energy infrastructure” from a critical infrastructure perspective. Mr. Krebs’ focus on the energy infrastructure has come about (again) based on the latest series of energy outages stemming from Hurricanes Florence and Michael. This topic of the energy infrastructure is to support Mr. Krebs’ upcoming monthly off-site information exchange with the other DHS Under Secretaries. I’d like our Team to discuss this topic; I’ll use your discussion inputs and comments to develop a point paper back to Mr. Krebs’ staff for action closure.   
Discuss the overall status of the “energy infrastructure” as it relates to critical infrastructure. How is the “energy infrastructure” defined in terms of critical infrastructure; that is, what are the characteristics/components of the energy infrastructure that makes it of interest to those within the critical infrastructure community? What would you suggest as the top three challenges/ problems/vulnerabilities associated with the current “nergy infrastructure? Alternatively, what might be some potential -- and realistic -- steps or options (if any) those of us working within the field of critical infrastructure potentially pursue to enhance the current electrical grid infrastructure? And anything else you think Mr. Krebs should be aware of as part of his next monthly off-site information exchange meeting with his fellow DHS Under Secretaries.   

POD 7-2
BACKGROUND: As you may remember, I earlier established an office “archives” initiative intended to provide the entire office with sources of fact-based information associated with some of the latest developments within the critical infrastructure area of expertise. The intent of these postings is to provide everyone within the CIRRUS Office complete access for purposes of self-education on topics each person deems of interest. Such postings will be an ongoing opportunity. 
Conduct your own research to find and listen to a recent podcast on the topic of “energy” and its association with critical infrastructure. Post your review of the selected podcast -- major theme(s) or take-away(s) that you believe would be of interest to your colleagues, pros/strengths, cons/weaknesses, what you liked, what you didn’t like, etc. -- as a brief Word document with associated in-text citations and reference list in APA format. Make sure to include the podcast’s link as part of your post.







POD 7-3
BACKGROUND: At the latest NPPD staff meeting, Mr. Krebs (Under Secretary for the NPPD) asked for a CIRRUS point paper addressing the concept of “smart grids” as it relates to the energy critical infrastructure. This request is in support of Mr. Krebs attending the 10th Conference on Innovative Smart Grid Technologies (ISGT) North American on February 17-20, 2019 in Washington, D.C. The conference theme is “10 Years of ISGT – Innovation for a Flexible and Resilient Grid” (http://ieeeisgt.org/tag/smart-grid/). While Mr. Krebs is not giving a speech/presentation, he would like to be better informed on how the “smart grid” concept relates to critical infrastructure. Specifically, Mr. Krebs is looking to become informed on the smart grid concept so he can better appreciate the conference content being presented to all conference attendees at the plenary sessions as well as when attending the Track 1: Transmission and Distribution Systems Planning and Analysis Panel presentations/ discussions (http://ieee-isgt.org/panels/). Essentially, Mr. Krebs would like to follow the information being discussed and hold discussions associated with the smart grid as it applies to the energy infrastructure. So a “big picture” perspective is what the CIRRUS Office is being tasked to provide. Therefore, I’d like our Team to discuss this topic; I’ll use your discussion inputs and comments to develop a point paper back to Mr. Krebs’ staff for action closure.  
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